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HEALTH EDUCATION AND IMPROVEMENT WALES (HEIW)
COUNTER FRAUD WORK PLAN 2019-2020

1 Background

1.1 This Work-Plan provides a basis to formulate local counter fraud arrangements. The tasks outlined should be considered and reviewed annually. This guidance recommends the resources necessary to undertake work effectively across the areas of action outlined in NHS Counter Fraud Policy and Procedures. These recommendations are based on an annual Quality Assurance Programme, comprising two main processes, assurance and assessment. Both of which are closely liked to the anti- fraud, corruption and bribery corruption standards set out annually by NHS Counter Fraud Authority 

1.2 The quality assurance process includes an annual self- review against the standards, which is conducted by the individual health body and submitted to NHS Counter Fraud Authority together with the organisation’s Counter Fraud Annual Report. The quality assurance process is conducted by NHS Counter Fraud Authority’s Quality and Compliance team in partnership with the Health Body. 

1.3 This Work-Plan is applicable to all NHS Trusts, Health Boards and Hosted Bodies in Wales. The individual NHS Trusts and integrated Health Boards are responsible for planning, designing, developing and securing delivery of Primary, Community, Secondary Care services, and specialist and tertiary services for their areas, to meet identified local needs within the National Policy and Standards Framework as set out by the Cabinet Secretary for Health.  

1.4 The reorganisation of NHS Wales came into effect on 1st October 2009 and as such NHS Counter Fraud Authority, formerly NHS Protect, maintains a commitment to support the new structure via this work-plan for 2019-2020. Organisations are expected to formulate work-plans by taking a risk based approach, and this guidance should be used to assist in providing a framework on which such arrangements can be developed. Future guidance will encourage organisations to formulate bespoke plans.





1.5 The Wales Audit Office, in relation to the templated work plan, previously made the following comments: 

“ - - - [the Template Work-plan] appears to be a comprehensive and demanding proactive programme of Counter Fraud work.  If the plan is delivered to a high standard across the NHS in Wales, [it] will make a significant impact in the prevention of fraud in the NHS.

It may be worth reminding the LCFS of the importance of liaising with external auditors when planning local Counter Fraud work to prevent duplication of any work. There are some elements of the Counter-Fraud Work-Plan which external auditors may review on a risk basis as part of their own reviews of Governance Arrangements, e.g. Whistle-Blowing arrangements, Declaration of Interests; Gifts and Hospitality. External Auditors will certainly be seeking to gain assurance that Counter Fraud arrangements are robust, particularly in the light of NHS reorganisation in Wales.”

The Wales Audit Office also recognised that effective delivery of the plan does represent a substantive programme of work.

1.6 The total number of suggested pro-active and reactive days to be allocated in 2019-2020 for the Health Education and Improvement Wales (HEIW) is 20 days at £285.00 each day a total of £5,700.00. This response has been allocated using data from previous years work and organisations in both Primary and Secondary Care Sectors. 

1.7 When planning the resources for Counter Fraud work, it is important that the Health Body legislates for reactive time and this should be reflected in any contracting arrangements with Counter Fraud providers. Reactive work is highlighted in boxes throughout this Work Plan. 

1.8 Pro-Active work (i.e. Strategic, Culture, Deterrence, Prevention and Detection) should not be absorbed by reactive activity or vice versa and to this end NHS Counter Fraud Authority strongly encourages pro-active work to be ‘ring-fenced’. Effective pro-active work needs to be undertaken otherwise the Health Body may be at risk from Fraud or Corruption.

1.9 We appreciate that organisations can vary in size and they should use the following scale to adjust the number of days accordingly.
 
Number of staff   	             Number of Pro-Active Counter Fraud days
Less than 4,999                                              295
5,000 to 9,999                                                 305
10,000 to 13,999                                             315
More than 14,000                                            325


1.10 It is important to note that, whilst this is a Work-Plan to ensure effective counter fraud arrangements, it is not a maximum requirement and both NHS Trusts and health boards are urged to consider further local requirements that might result in the recommended resource levels being exceeded. This work plan provides assistance when considering counter fraud arrangements, but it is important that bespoke plans are implemented for each organisation using a risk based approach (see section 2). 

1.11 Organisations that fall below this guidance should be able to provide evidence why decisions on work planning have been taken and these should be provided to NHS Counter Fraud Authority or NHS CFS (Wales) upon request. It should be noted that the 20 days referred to above are specific to HEIW and additional days are also undertaken within Velindre NHS Trust and HEIW’s own work-plans.

1.12 The work-plan is a framework on which to build a robust counter fraud arrangement and is in line with the annual quality assurance programme and self risk assessment that each NHS Trust and Health Board is asked to submit at the end of the financial year.

2	Taking a risk-based approach to planning local counter fraud work

2.1 Those who are locally based are best placed to identify and understand the Counter Fraud requirements for their organisation. The successful implementation of NHS Policy for countering fraud relies on the success of the Local Counter Fraud Specialist (LCFS) role.

2.2 The Counter Fraud Work-Plan should be bespoke for the NHS organisation for which it is designed. For example, utilising local annual staff survey results will identify areas to concentrate on in terms of awareness work, while examination of the referral data may reveal the need for increased work on prevention or highlight that greater awareness is needed in a particular area.

2.3 Meeting with key personnel within HEIW is crucial to information gathering and, along with staff survey results, can assist in the formulation of planning and provide information on the most effective methods of communication. Responses may also indicate areas of perceived risk and this may also be supported by previous experiences which could highlight a need for Pro-Active preventative or detection work.

2.4 The LCFS should have effective liaison with the individual within the HEIW who is responsible for managing risk. It is recommended that any suspected frauds that have occurred within the organisation be brought to this person’s attention to identify the risk to the HEIW. Once identified the fraud can be proactively investigated.



2.5 Risks identified by the LCFS need to be placed onto the Risk Register to provide another level of assurance that the risk will be managed appropriately. 

2.6 While every effort should be made to identify local risks, it is also important that consideration is given to information provided from outside the organisation (for example, from NHS Counter Fraud Authority fraud alerts) and this too must be incorporated into risk-based planning in the same way as local information.

2.7 Keeping accurate records of Counter Fraud work is crucial for successful work-planning as is utilising previous LCFS outcomes, risk register entries and internal audit reports. The end of year quality assurance programme and self risk assessment also encourages accurate record keeping and accountability and these documents should also be used to identify strengths and weaknesses. 

2.8 To assist organisations to take a risk-based approach to Counter Fraud work and work planning, NHS Counter Fraud Authority has issued a Risk Assessment Tool to guide LCFS’ to undertake a Risk Assessment of the Counter Fraud arrangements in place at their own organisation. This tool has also been designed to complement the quality assurance process, and provides organisations with a mechanism to review Counter Fraud arrangements prior to completing the end of year Quality Assurance Programme.

3	Focusing on outcomes and not merely activity

3.1 The Counter Fraud work that is completed in the organisation should have outcomes that are demonstrable, they might relate to successful investigations or progress being made in the proactive areas. For example, the staff survey supports progress being made in developing an anti-fraud culture or that fraud proofing policies have seen a cessation of referrals from that particular area. The NHS must get value for the money it spends on counter fraud work and in planning for the year ahead consideration needs to be given to obtaining evidence to demonstrate this is happening. 





4	Work-Plan template

	
INFORM AND INVOLVE


	Number of allocated days for Inform and Involve (10)
	Recommended task / objective
	Outcome and Impact

	
Identifying the risks and consequences of crime against the NHS, and raising awareness of these risks amongst NHS staff, stakeholders, and the public






	Take part in the development of the Induction programme for all HEIW staff and deliver awareness presentations on Counter Fraud work to those staff.
	

	
	LCFS is to provide all staff with their role and contact details and inform staff that such Counter Fraud presentations are available to all staff groups.
	

	
	Review the induction pack to be distributed during HEIW’s induction process, including slides handouts, leaflets and CFS forms.
	

	
	A programme of counter fraud awareness training to be delivered to staff at all levels within HEIW (managerial staff, junior staff etc). The LCFS should aim to complete at least 8 presentations to staff groups. The aim of this is to ensure the Health Body is being proactive in raising fraud awareness and able to build a real anti-fraud culture. These should include presentations:
· at Staff Forums
· at any Team Briefings
· at Management Forums
· to Authorised Signatories
· Counter Fraud displays as part of fraud awareness initiatives
	

	
	Evaluate all presentations, collate results, and amend presentations as a result of feedback. Write up a report on the outcomes for the Director of Finance.
	

	
	Review localised fraud leaflets, posters, and newsletters, to promote the anti-fraud work being undertaken within HEIW. Distribute at appropriate locations.
	

	
	Develop and maintain counter fraud information on HEIW’s intranet site. Having a Counter Fraud site will allow staff easy access to Counter Fraud related information. Items to include on the site are:
· overview of the Counter Fraud initiative locally and nationally
· Role of the LCFS
· Counter Fraud Policy
· Proven NHS fraud related cases
· Presentation Slides
· Link to NHS Counter Fraud Authority website
· Link to any appropriate HR policies (including whistleblowing policy)
· Counter Fraud articles
· Contact details of the Lead LCFS
· Feedback Form

The LCFS should be able to maintain a record of the number of staff who may have visited the site. 
	

	
	Undertake and analyse one or more of the following methods to identify level of fraud awareness (NB. this list is not exhaustive):
· staff survey (consider putting a link on the intranet)
· focus groups
· internet quizzes
· number of hits on the Counter Fraud webpage
	


	
	LCFS to meet with key personnel within HEIW to discuss fraud matters including:
· Chief Executive
· Board Members
· Director of Finance
· Relevant staff when appointments process has been completed.

	

	
	Arrange for a pay-slip message to be utilised when required.
	

	
	Undertake and/or participate in Local Fraud Awareness initiatives and events.
	

	
	The HEIW has an Anti-Fraud, bribery and corruption policy which has been approved by Velindre NHS Trust’s Board. The policy is reviewed and updated as required.
	

	
	Meet regularly with the Head of Internal Audit and in accordance with the agreed protocol to discuss potential system weaknesses identified during audits or investigations and highlight work being undertaken by the LCFS, e.g. National or local proactive work.
	

	
	Regular liaison with other bodies and forums to keep updated of any local concerns and/or issues  
	




	
PREVENT and DETER


	Number of allocated days for Prevent and Deter (2)
	Recommended task / objective
	Outcome and Impact

	Discouraging those who may want to commit crimes against the NHS and ensure that such opportunities are minimised.



	Meet with HEIW’s Communications staff to discuss:

· NHS Counter Fraud Authority Communications & Business Development Unit (CBDU)
· Publicity of Counter Fraud work
· Advance Warning system
· Utilise not only publicity at HEIW but also local, regional and national cases that may be relevant.
	

	
	Review the Communication Strategy so that the most effective ways to communicate with staff at HEIW are utilised. 

	

	
	Intelligence bulletins and alerts issued by NHS Counter Fraud Authority and/or NHS CFS Wales are actioned and followed up to ensure that preventative measures applied have achieved their intended outcome.
	














	
	Recommended task / objective
	Outcome and Impact

	
	Review distribution of the annual Conflict of Interest statements and ascertain if this is sufficient to deter potential risks in this area. Are the sanctions for fraud clearly indicated on the declaration which is then required to be signed by staff?
	

	
	Include a heading entry in the Risk Register to specifically record fraud as a risk to HEIW. Periodically review the Risk Register.
	

	
	Liaise with HEIWs Risk Management Group to establish a link between Risk and Counter Fraud work and a methodology for addressing this. The intelligence gathered should be used proactively to make Risk Assessments. Meet with managers to discuss risk areas and refer high risk areas or trends to NHS Counter Fraud Authority’s Head of Risk.

	

	
	Meet with HEIW’s Head of Corporate Services to discuss risk areas or other areas of concern

	

	
	Establish a formal written protocol with Internal Audit for the dissemination of information for areas where control weaknesses may allow a potential fraud to remain undetected and where investigations have identified system weaknesses that may require a future Internal Audit review. 
	

	
	Fraud proof a selection of general policies, procedures and claim forms used throughout HEIW where there is a potential risk of fraud occurring. 

Policies/procedures/claim forms that could be considered for fraud proofing may include:

· Recruitment including the controls covering qualification, employment history checks and DBS checks
· Timesheets and associated procedures/policies 
· Travel and associated expenses
· Security of confidential data held by HEIW 
· Recovery of overpayments/advances of pay
· Service contracts checking work completed prior to payment
· Asset verification checks (inventory and capital items)
· Standards of Business Conduct and conflict of interest declarations
· Acceptance of gifts and hospitality
· Mobile phone policy and private phone calls
· Losses and Special Payment controls and monitoring
· Delegated ordering controls
· Authorising signatory controls
· Absence Reporting and Monitoring

Checks to be undertaken with Internal Audit to avoid duplication of effort when looking at such documentation/policies and procedures.
	







	
	Use the Systems Weakness Reporting (SWR) form to inform NHS CFS (Wales) at the earliest opportunity of any system weaknesses identified during the course of investigations which have potential national implications.
	






	
	Recommended task / objective
	Outcome and Impact

	
	Undertake local Pro-Active Exercises at HEIW as agreed with the Director of Finance and in conjunction with HEIW’s Internal Audit Plan. 

	

	
	Provide NHS Counter Fraud Authority Central Intelligence Unit with information to support the intelligence function using the facilities provided. Information submitted may be about a person, organisation or methodology and should relate to fraud or corruption within the NHS. 

	





	
HOLD to ACCOUNT


	Number of allocated days for Hold to Account  (5)
	Recommended task / objective
	Outcome and Impact

	
Detecting and investigating crime, prosecuting those who have committed crimes and seeking redress as a result
	Conduct investigations as required in line with Appendix 5 of the NHS Counter Fraud and Corruption Manual, which outlines relevant procedural investigative legislation. 

Interviews under caution are conducted in line with the Police and Criminal Evidence Act 1984

Witness statements follow best practice and comply with national guidelines.
	


	
	Assist NHS Counter Fraud Authority with information as required for any regional or national fraud cases.  Ensure comprehensive information to enable risk exercises to be carried out effectively is submitted in a timely manner.

	

	
	The development (or revision) of a policy with HEIW nominated Employment Services on the interaction of these parties and the application of parallel sanctions: civil, disciplinary and criminal, as outlined in the NHS policy document Applying Appropriate Sanctions Consistently (December 2007) should provide a framework to this work. Knowledge of this process should be delivered to and agreed by HEIW Senior Managers in conjunction with Velindre NHS Trust and should be tested to ensure it is understood, this will assist in the message becoming embedded within the organisational culture.

	

	
	That HEIW shows a commitment in pursuing the full range of available sanctions and that these sanctions are applied consistently

	


	
	That HEIW seeks to recover any NHS monies which can be identified as having been lost and/or diverted through fraud, bribery and/or corruption.
	

	
	That HEIW publicises cases that have led to the successful recovery of any NHS funds which have been lost through fraud, corruption and/or bribery.
	

	
	Identify and maintain a record of the actual proven amount of loss to HEIW so that appropriate recovery procedures can be actioned. To ensure that HEIW has a procedure in place to recover money.  



	







	
STRATEGIC GOVERNANCE


	Number of allocated days for Strategic Governance (3)
	Recommended task / objective
	Outcome and Impact

	
Ensuring that anti crime measures are embedded at all levels across the organisation




	Attendance at all LCFS meetings held by NHS CFS (Wales).
	

	
	Completion and agreement of Work-Plan with Director of Finance.

	

	
	Regular meetings/liaison with Director of Finance are held

	

	
	That HEIW reports annually on the anti fraud, bribery, and corruption work carried out and details corrective action if standards have not been met.  
	

	
	Takes active part in the collation and preparation of the hosted body’s, Velindre NHS Trust, Quality Assurance programme and Self Risk Assessment Tool.

	

	
	Preparation for and attendance at HEIW Audit Committee meetings. (including providing regular progress reports)

	

	
	Undertake additional related training as required by NHS CFS (Wales) and/or NHS Counter Fraud Authority.


The HEIW ensures that there are effective lines of communication and reporting between those responsible for anti-fraud, bribery, and corruption work, and key operational staff and management 

The HEIW demonstrates proactive support and direction for the anti-fraud, bribery, and corruption work
	

	
	The HEIW has at least one or more qualified and accredited LCFS to undertake the full range of anti-fraud bribery and corruption work, and there are sufficient resources in place to allow this work to be fully supported.
	

	
	Conduct a risk assessment on overall counter fraud bribery and corruption arrangements in place. Any identified risks are translated into HEIW’s work plan. 
	



























Appendix 1

Number of Days agreed with Health Education Improvement Wales (HEIW) Finance Director for the 2018/19 Financial Year is 20 days.


Agreed/signed by						


Signature: 						       		Date: 	 

				
Director of Finance - HEIW




Signature:									Date:	  


CRAIG GREENSTOCK							
Counter Fraud Manager - Cardiff and Vale University Health Board
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