

HEIW Transitional Corporate Risk Register
HEIW Transitional Corporate Risk Register –  5th February 2019
	Ref
RO
	Risk Description

	Inherent Risk
	Mitigating Action

	Residual Risk
	RAG Status
	Proximity
	Progress

	
	Details of risk
If…then…
impact…

	Impact
	Probability
	Overall Score
	Summary of action to date or proposed action to reduce risk impact or proximity
	Impact
	Probability
	Overall Score
	R/A/G & trend direction ie ↓ ↔ ↑ or *(new)

	Proximity = Black, Grey or Blue
or CLOSED
	

	1.
JR

	Programme Legacy Risk
If HEIW doesn’t have sufficient HR support there is a risk of delay/failure to deliver on core HR activity & appoint to remaining vacancies in organisational structure, with a consequent impact on delivery of plans and objectives.
	
5
	
4
	
20
	This requires:
· Additional short term HR capacity to be secured by HEIW to support the initial peak in recruitment & HR activity over the next 6 -12 months
· Both NHS and Agency options to be considered
· Substantive recruitment to be progressed to HR roles asap. Prioritisation of work for People team including recruitment activity.
	
4
	
3
	
12
	
	
	Additional staff member in post
Substantive recruitment to permanent HR roles is being progressed; selection of managers have been trained to undertake online recruitment processes and/or be panel members 
Internal job evaluation panels will commence week of 11/02/19 
Prioritisation agreed, regular meetings in place with Head of People & OD Team.

	2.
DN
	Programme Legacy Risk
If HEIW does not have core finance capacity, including appropriate support on financial processes, through Shared Services, there is a risk of lack of compliance with financial duties, SOs and SFIs and the ability to meet statutory financial requirements.
	5
	3
	15
	This requires:
· Senior finance roles to commence asap
· Interim capacity solutions to cover other roles
· Permanent finance roles to be recruited to by December 2018 (link to Risk1)
· Financial Shared Service SLA to be reviewed.
· Close working with Welsh Government and Wales Audit Office to ensure priority areas are covered.
	5
	2
	10
	
	
	Deputy Finance Director and Head of Financial Accounting now in post
Recruitment underway to other permanent Finance posts. 
Additional temporary resources brought in from December, to support high workload areas.
Director of Finance & Deputy Finance Director working closely with the Welsh Government & Wales Audit Office on priority areas.

	3.
JR
	Programme Legacy Risk
If full ESR & e-expenses functionality are not available to the organisation from launch then there is a risk of additional workload and difficulties in producing performance information
· 
	4
	4
	16
	This requires:
· Additional capacity to be secured to administer paper based systems 
· Continue to work with NWSSP to overcome barriers to access
· Clear timescales for full functionality to be agreed
	3
	4
	12
	
	
	Some additional capacity secured.
NWSSP indicating roll-out of e-expenses possible within weeks.
Prioritisation of ESR build and decisions on hierarchies have been agreed, as well as clarity on timescale expectations.

	4.
DN
	
Programme Legacy Risk 

The Legacy functions transferred to HEIW, did not include an IM&T function.  If HEIW does not have the appropriate IM&T structure in place, it will not be able to deliver on key IT compliance and security priorities, e.g.: Complying with NWIS SLA; IT security updates; Supplier Licences (Microsoft/ Phones).

	4
	4
	16
	This requires:

· Liaison with the Welsh Government to highlight this legacy gap in the HEIW staffing structure.
· Close working with NWIS to identify the IM&T staffing gap and update the HEIW staffing structure.
· Seek additional funding from the Welsh Government to fund these key IM&T posts.
· Commence recruitment process for Head of Digital/ IM&T in November.
· Bring in interim resources to support capacity challenges.

	3
	3
	9
	
	
	Director of Finance & Corporate Services has liaised with Welsh Government & NWIS to identify IT gap and confirm funding for these posts within the HEIW staffing structure.
Interviews for Head of Digital/ IM&T on 8th February.
HEIW have recruited to one interim IT post in December and are looking to recruit to another interim post in February.

	5.
JR
	Programme Legacy Risk
If the trade union ballots for action over the 2018-19 pay award & ‘imposition’ by previous employers result in a ‘yes’ vote, HEIW may be at risk of staff taking industrial action within its first 3 months.
	3
	3
	9
	This requires
· Clarification from lawyers of the status of the dispute, given the uplift was actioned in staff pay prior to the transfer to HEIW
· Clarification from lawyers on the legality of strike action where the dispute relates to previous employers and sector. 
· Commitment to establish partnership working with staff representatives as a priority, as well as reinforcing open lines of communication.
	3
	2
	6
	
	
	No further communication from union representatives regarding potential strike action. 
Awaiting further clarification on position regarding medical and dental staff from Welsh Government. Following that the risk will be closed down
Communication has been maintained with TUS but operational demands have delayed the establishment of the formal HEIW partnership arrangements.
RISK TO BE CLOSED – ISSUE RESOLVED

	6.
DN
	Programme Legacy Risk 
If HEIW does not have appropriate H&S expertise and processes in place, it will not be able to deliver on key H&S compliance requirements. 

	5
	4
	20
	This requires:

· Planning and Corporate Services Team to deliver a H&S Framework.
· Fire Risk Assessment has been undertaken.
· HEIW has commissioned a H&S Gap Analysis.
· HEIW currently commissioning an external consultant to act as HEIW’s competent H&S lead until substantive arrangement are in place

	3
	3
	9
	
	
	An external consultant, has been engaged to act as HEIW’s competent H&S lead and has commenced the development of HEIWs H&S Policy.  He has been tasked to review the Fire Risk Assessment and the H&S gap analysis in January.
The HEIW permanent   Facilities and Compliance Manager and has now appointed and he will work closely with the external H&S consultant to strengthen the HEIW H&S compliance requirements.

	7.
DB
	Programme Legacy Risk
If HEIW does not have appropriate Data Protection expertise in place, it will not be able to deliver on key requirements of the Data Protection Act 2018. 
	5
	4
	20
	This requires:  
Review of compliance with Data Protection identified: 
· Data Protection support and expertise did not transfer from legacy organisations to HEIW;
· legacy organisations did not fully implement plans for compliance with GDPR;
· HEIW seek additional funding from WG for a FT GDPR;
· HEIW second a GDPR officer to provide us with the required expertise. 
 
	4
	3
	12
	
	
	GDPR officer has been seconded from Shared Services on a PT basis from 8 January.
GDPR officer to commence the development of policies and procedures to ensure compliance with GDPR. 
Additional funding for a FT GDPR role sought from WG. 

	8.
AH
	Programme Legacy Risk
If the interface with Welsh Government is not clear there is a risk to the delivery of HEIW functions and potential for confusion
	3
	4
	12
	This requires
· Ongoing development and clarification of the interface with WG policy leads in writing/handover document
· Regular update meetings between HEIW and WG to share issues and lessons learned
· Clear actions regarding remit letter.
	3
	3
	12
	
	
	Monthly catch up meetings in place with WG lead to update on interface issues
Monthly 1;1 meetings with Andrew Goodall
Clear accountability framework now received


	9.

DB
	Programme Legacy Risk
If there is no Insurance Cover for employee related liability transferred under TUPE from Cardiff University there could be financial consequences for HEIW
	3
	3
	9
	Liaise with Shared Services to confirm that cover is in place. (No notification received to date of a potential claim)
	3
	2
	6
	
	
	Confirmation received from Shared Services. 
Risk to be closed down.

	10.
DB
	Programme Legacy Risk
Under transfer and transitional agreement HEIW liable for funding shortfalls in the Pension Schemes. This would arise where there is any bulk transfer shortfall if there is a bulk transfer exercise from the CU Pension Schemes to the HEIW pension arrangements.

	4
	5
	20
	Welsh Government have provided verbal assurances that they will provide financial cover for this risk.
We are requesting that these assurances be confirmed in writing by Welsh Government.   
	3
	4
	12
	
	
	Clarification still awaited from Welsh Government. 

	11.
JR
	Programme Legacy and Business Continuity Risk
If the communications and engagement programme has not been effective there will be a breakdown in communication with stakeholders following launch and potential disruption to business as usual
	5
	2
	10
	This requires
· Ongoing implementation of the agreed engagement plan with regular monitoring by Executive Team
· Targeted communications for frequent service users about changes in contact details
	5
	2
	10
	
	
	Draft plan in place from August 2019. Activity continues within a fairly regular cycle, however the risk remains as we are still a new organisation. 
Formal plan to be prepared and launched in April 2019. 

	12.
AH
	Programme legacy and Business Continuity Risk
If the IT systems and equipment do not function effectively following the launch then there will be an impact on business continuity and morale.

	4
	4
	16
	This requires:
· Post launch trouble shooting arrangements until final completion of building and office moves (these have been effective to date)

	3
	2
	6
	
	
	Phase 2 of move into building complete.
On site support provided by NWIS re initial teething problems.
Anticipate risk will be closed down shortly.

	13.
JR
	Programme Legacy and Business Continuity Risk
If the work on values and behaviours is not sustained there will be an impact on the culture of the organisation.
	4
	4
	16
	This requires:
· Development of an implementation plan.
· Regular discussion about values and behaviours with staff.
	3
	4
	12
	
	
	Progress has been impacted by the operational issues which have required prioritisation. However there has been regular reinforcement of the values work eg at the staff event in December and development of draft individual performance system.  
Senior OD practitioner has been appointed, and took up post on 14th Jan. Work on establishing a network of culture champions and an OD programme has commenced.

	14.
AH
	Business Continuity
If the work associated with the transition to HEIW and the new opportunities/expectations cause a distraction and additional work for  staff there is a risk to delivery of  18/19 work programme,
	4
	4
	16
	This requires:
· Clear and realistic remit letter to be agreed and communicated
· This is linked to the mitigation for Risk 1.
· Consolidation of remaining work plans for 18/19 into a clear plan for oversight by Executive Team and Board
	3
	3
	9
	
	
	Remit letter has been received and work allocated.
Regular updates received on work plans.


	15.
PM
	Core Business
If the medical trainee recruitment process doesn’t achieve a good fill rate then this will have a serious impact on service delivery in the NHS and credibility of lead organisations
	4
	5
	20
	HEIW as new organisation able to increase promotion of the ‘Wales offer’ and the ‘Product’ and differential Wales  has to offer
•	Train, work, Live.
•	Education Contract
•	Quality of training
•	Leadership & academic opportunities
•	More engaging use of social media to generate marketing research information
•	Review Service/training expectation

Increased presence at Careers Events
Bring national meetings to Wales
Explore cross deanery arrangements
Increased College engagement in Wales
Support changes to workforce planning to revise service models and use of other professions if trainee doctors cannot be recruited in certain specialties.
	3
	4
	12
	

	

	Regular ongoing dialogues and discussions with Health Boards around those high risk specialties.  
Once information is known around application rates and fill levels this will immediately be shared with Health Boards for mitigation and action planning where appropriate.  

	16. 
DN
	Core Business:   HEIW Recurrent Funding

If HEIW do not have the appropriate recurrent funding levels, there is a risk HEIW will not be able to deliver on its key strategic priorities.

	5
	3
	15
	This requires
· HEIW Director of Finance working closely with the Welsh Government to update the HEIW 2018/19 indicative baseline budgets.
· Finance & Executive Teams working collaboratively to review the 2018/19 baseline budgets.
· Finance to provide regular updates to the Board.
· HEIW Director of Finance to continue collaborative work with the Welsh Government to ascertain appropriate recurrent funding.

	4
	2
	8
	
	
	The Finance Director and Deputy Finance Director are working closely with the Welsh Government to update the 2018/19 indicative budget baseline and to agree a recurrent baseline for future year funding.
Updates on the budget baseline exercise and financial issues are being reported to Executive Team and the HEIW Board.


	17.
SG
	Core Business 
If the process and resources for implementing the review of longer term education commissioning intentions is not in place there is a risk to future delivery of education
	5
	3
	15
	This requires
· A Board briefing on the approach to be adopted.
· Assessment and sourcing of resources and capacity to deliver the process
· Early development (By November 2018) of a tender spec to engage external partners to undertake a review of education provision and make recommendations for the future.
· Early development of a project plan for the next 3 years to manage this process.

	5
	1
	5
	
	
	This has now been agreed
This risk is closed.

	 18.
SG 
	Core Business
If there are changes to the NHS bursary system this could affect commissioning of education for students and reliability of workforce plans and projections for 20/21 onwards
	4
	3
	12
	Provide ongoing advice to WG following closure of consultation

Develop contingency plan for a range of possible scenarios which could result from the outcome of the consultation.
	4
	2
	8
	
	
	Awaiting outcome from WG following the consultation (27.12.2018).
Anticipate outcome in February. 

	19.
PM

	Core Business

In 2019 the GMC intend to publish Differential
Attainment data for each Deanery across the UK which could have an impact on the reputation of medical training in Wales and recruitment. 

 

	4
	4
	16
	This requires

· Early review of data and understanding of key messages
· Consult with NHS Education Scotland on the progress there.
· Use Scottish Action plan as Wales Template
· Immediate focus on quick corrective actions
· Development of robust action plan to accompany any publication of this data by GMC
· Escalation of issue to Health Boards  via MDs as key partners in delivery of medical training.
· Escalation of issue to WG and for information

	3
	4
	12
	

	
	Wales DA data has been considered extensively and shared with Specialty Schools for discussion and local action planning at a specialty level.  Specialties are now aware of their hotspot areas and are considering ways to address to address these.
Terms of reference has been developed for a Differential Attainment Implementation Group to be finalised and created in early 2019.  This group will finalise and agree the Wales action plan and monitor progress.    

	20.
PM
	Core Business 

If the new
Internal Medicine Training
(IMT), Shape of Training
curriculum is implemented without sufficient engagement with the NHS it could affect service delivery 

  
	4
	4
	16
	
This risk will heighten in 2 years’ time when the new third year of the Core Medical Training will materialise.

A robust programme approach engaging the NHS and a robust programme plan with HEIW Executive leadership and regular reports into Executive Team 

All Wales workshop hosted by
the WD on 27 June 2018, with
attendees from across the sector. Plan for further workshops Nationally in UK and Wales.

Work underway with IM leads
and specialties to identify
capacity to over-recruit in 2020 to minimise the impact. Further
consultation with HBs and
finance leads required to
collaborate and underwrite the
financial risk. 

Particular focus will be on creating new attachments to Intensive Care Medicine.
	4
	3
	12
	
	
	Significant discussion and preparation with NHS Wales has already taken place. All the Health Boards have appointed SOT Leads to implement.

Update meetings with IMT leads take place every 2 months to explore issues, share best practice and address and questions Health Boards may have.  

Engagement established with GMC/RCP.

Effective links established with workforce planning process re additional posts to ensure inclusion in 2019 and agreement by HBs/WG.






	
	21.
JR
	
Core Business

If BREXIT deal impacts on right to work in
UK, visa processes and
Numbers this will impact on current and future trainees (137 (2.9%) of trainee work
force is EEA and 565
(12%) IMG as of 30 August
2018)

	4
	4
	16
	This requires:

· Continued monitoring of Brexit discussions and impact on NHS until outcome is known

· Assess impact on trainees from EU

· Early development of action plans to respond to outcome of deal 

· Early communication with Health Boards, GMC, WG and the Royal Colleges.
	4
	3
	12
	
	
	No change to risk status. Continuing to attend Brexit Ministerial Group and to participate in exercises and requests for action.

	22
PM
	Core Business

If Post Graduate Medical Education Quality Management issues are not addressed effectively this could lead to increased intervention by GMC and an impact on trainees and patient care.
.



	4
	3
	12
	This requires

· Regular action Quality Management reports to Executive Team 

· Regular planned and ad hoc communications and dialogue with MDs, AMDs (Ed), LFLs College tutors, TPDs and HOSS.

· Support for LETBS in terms of action planning and development of solutions

· Escalation of major concerns to MDs and CEOs for attention via HEIW MD and CEO

· Further escalation of major issues to the WG 

	3
	3
	9
	
	ONGOING
	The QM Dashboard has been modified to match the risk matrix of the NHS Health boards. 

Monthly monitoring and close working with Health Boards continues.

The Board has received a comprehensive paper on the quality management process for Post Graduate Medical Education

	23.
SG
	Core Business

The introduction of the streamlining project by NWSSP could adversely affect student recruitment into the health sector in Wales and while this is not being managed by HEIW if this is not successfully implemented it could cause reputational damage.

	4
	3
	12
	This requires

· HEIW team advising the implementation group

· HEIW advising DON, W&OD Directors and COD and providing a link between the various parties

	3
	3
	9
	
	
	Ongoing discussions with relevant peer groups and stakeholders

	24.
	Programme legacy – NEW RISK

If there is a further delay to securing pensions advice for staff who have been subject to TUPE it could impact on the ability of staff to make informed choices and HEIW would be in breach of the TUPE conditions.

	4
	3
	12
	This requires: 
· HEIW urgently to secure a service provider, in dialogue with NWSSP procurement team.

· Timely access to advice, to ensure decisions can be made 3 months prior to the anniversary of enrolment 
	3
	3
	9
	
	
	Government Actuaries Department have been approached as a potential supplier following the unsuccessful tender process in late 2018. 

Welsh Government were requested to provide evidence for GAD of the ‘broad comparability test’ that was applied, and for confirmation that the decision regarding pension approach was signed off by a qualified actuary. 

HEIW cannot legally proceed until a response has been received from GAD to the assurances provided by WG. 

This continues to be an urgent priority. 


	


Where proximity is to be included, the following should be used:
	Black
	Short Term (0-3 Months)

	Grey
	Medium Term (4-12 Months)

	Blue
	Long Term (13 months+)





Risk Scoring Matrix
	LIKELIHOOD
	Probable
	5
	10
	15
	20
	25
	
	Level
	Colour
	Score Range

	
	Likely
	4
	8
	12
	16
	20
	
	Low
	
	1 – 6

	
	Possible
	3
	6
	9
	12
	15
	
	Moderate
	
	7 – 14

	
	Unlikely
	2
	4
	6
	8
	10
	
	High
	
	15 – 25

	
	Rare
	1
	2
	3
	4
	5
	
	
	
	

	
	
	Negligible
	Minor
	Moderate
	Major
	Critical
	
	
	
	

	
	
	IMPACT
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